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Agenda

* What’s a Virus?

* Antivirus Software
* Web Browsers

* Passwords

* Safe Internet Use
* Buying online

* Updating

* Privacy



What’s a Virus?




|
What is a Virus?

A malicious set of code meant to harm you and/or
your computer

How can my computer become infected?
* Emails from infected computers

* Downloads

* Bad websites

» Clicking dangerous popups

[\WWW.

(e http:/
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A Virus Can...

» Record your keyboard strokes (Spyware)

» Steal private information such as passwords, credit
card numbers, etc. (Spyware)

» Hold your files hostage (Ransomware)
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A Virus Can...

* Move to your computer with nothing more than an
internet connection (Worm)

* Masquerade as a normal program which then installs
a virus (Trojan Horse)

» Cause your computer to malfunction, crash and
become non-responsive (Malware)



Antivirus Software




Free Antivirus Software

AVIRA
Windows Defender

r




Subscription Antivirus Software

I(ASP- RS'(V-Q Kaspersky: Top rated by

® = most reviews!
/‘}—\

Bitdefender Plus Bitdefender

j Norton Norton
by Symantec
westee () McAfee



Secondary Defense Software

m Malwarebytes

Spybot SP BOT..



Firewalls

What is a Firewall?

A program that monitors and blocks bad traffic
attempting to hack your computer.

Do | have already have a Firewall?

* Windows Firewall

» A firewall is built into most
paid antiviruses




Web Browsers
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Safest Web Browsers

1. Google Chrome ‘Q

2. Fire Fox @

3. Windows Edge e & Safari (mac only

¢
4. QOpera 0




Browser Extensions for Privacy

Adblock Plus Adblock
Plus

DI Disconnect

DISCONNECT

fS) GHOSTERY  Ghostery

GJHTTPS://  HTTPS Everywhere



Passwords
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Passwords

Create a Stronqg Password

* Use a minimum of 8 characters (longer is better)
» Use a long string of words

¢ Add numbers & symbols at the end (IE: |@#9)

« Use Upper and Lowercase letters

4Exampl3: uSerrTan;{ ""-'\"*'.'-"‘L",'__,“ '
« Thiswouldbegood74 Pa#s- ooy |

 llovemycatfluffy7$
e Lizardoceaniswavey38!




Passwords

Best Password Practices

* Never use the same password for multiple
accounts

* Save your passwords on paper rather than on the
computer

* Avoid letting your browser or programs save
passwords {— ~

Do you want Google Chrome to save your password for this
Site?

philschneider? @gmail.com
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Passwords

Saving Passwords Safely with a Program
* Encrypts and protects your passwords on your

mobile or desktop device
s compatible with Android, 10S, Chrome, Firefox, and
Safari
» Sticky Password
$30 a year or $150 for lifetime
» Keeper
Free version or $30 a year
* True Key
*  Free version or $20 a year




Safe Internet Use
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Safe Internet Use

Question to consider before proceeding

* |s this a well known site?

» Have | used this site safely before?

* Does this site make me feel uncomfortable?

 Is this site asking for things | don’t want to share?

* Do | have a reason to trust this site?
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Safe Internet Use

* Do not click on popups

* Only give out private information to a trusted site

Avoid clicking on strange links or advertisements

If it sounds too good to be true it probably is



Safe Internet Use

* Only download from official company websites

Bad
site

Official site

avira

All News Shopping Images Videos More

About 13,900,000 results (0.66 seconds)

Avira Antivirus Support - instant Help Call Toll Free No
www.speichereshop.com/Avira/products v

Avira Antivirus help Get help with home and business antivirus products Call Now

IT Support - 24/7 365 Support - On-Site Technicians - Contact Us

Settings

Avira™ Antivirus 2017 Edition - Summer Sale - save 30% today

www.avira.com/Total-Security ¥
4.1 Y Jedk rating for avira.com

Secure your identity and finances with our multi-platform Antivirus protection.

30-Day Guarantee - Free Technical Support - Real-Time Updates - Scored 18/18 - AV-TEST

Avira Antivirus Pro - best antimalware product of 2016 — PCWorld

Avira™ Total Security - Avira™ Internet Security - 50% Off Avira™ VPN - Avira™ Software Updater

Y

Q

Tools

Avira 2017 - Download free antivirus for PC & Mac
https://www.avira.com/ v

Award-winning free antivirus protection for PC & Mac. Secures your devices against malware and

spyware. Resource light with speed up tools for Windows ...

Windows
Light yet powerful antivirus for
Windows. Easy to install and ...

Downloads
Avira Antivirus Pro - Avira Threats
Landscape - Avira Rescue System

Download Avira Free Antivirus
Avira Free Antivirus is our flagship ...
With this free antivirus ...

More results from avira.com »

Free Security Suite
Awira Free Antivirus - Free Antivirus for
Mac - Avira Connect

Mac
Download the best free antivirus for
mac. Security against mac ...

Antivirus Pro
Buy Avira Antivirus Pro for Windows
and Mac 0S ...

Official site

Avira Antivirus <

Software company

@ avira.com

Avira Operations GmbH & Co. KG is a German multinational security
software company that provides antivirus software, Internet Security,
Privacy, Identity and Performance tools for computers, smartphones, ...
Wikipedia

Technical support: 1 (800) 403-7019

Headquarters: Tettnang, Germany

Founder: Tjark Auerbach

Founded: 1986, Tettnang, Germany

CTO: Matthias Ollig

CEQ: Travis Witteveen

Profiles
Facebook Twitter Linkedin Google+ Pinterest

People also search for View 15+ more
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4 H‘ The site's security certificate is not trusted!

Woad tamplas] 1o mach PR AR AT, bl The prrver presaniad @ certilicefe insoec By an eslily Tt i nol
T by LT SATHGS. Sesrating RyEsam. This may maen Thal the sanes fus genarated B o seror by
eradataly, whch CFrana canna ry & i67 ieniity RIGFASIST, oF 57 ANEEkS? may be rng b8 Itameg
FOLT DOTIMURC TS

Fou sodd ol pecesd sspecially | you heve never seen the wanng before for this sile.

Probiad afvw iy Barn R0 Ry

Fileg e uslnistard

@ chrome

Danger: Malware Ahead!

& has blocked access to this page on

hat been ingerted into this web page. Visin 4] ths PEQE NOW IS
very likely to infect your computer with malware.
Mahware 15 malcious re that causes things like identiny

theft, financial loss, and nanent file deletion. Laam mare

Improve makware detechon by sending adddsonal data to Goagle when 1 encourder warmangs like this. Frivacy polic

Browser Blocking Tools

The site ahead contains harmful programs

Attackers on M e e might attempt to trick you into
installing programs that harm your browsing experience (for example, by
changing your homepage or showing extra ads on sites you visit).

[[] Automatically report details of possible security incidents to Google. Privacy policy

Back to safety

Reported Unwanted Software Page!

This web page at kat.cr has been reported to contain unwanted software and
has been blocked based on your security preferences.

Unwanted software pages try to install software that can be deceptive and affect your
system in unexpected ways.

Get me out of here! Why was this page blocked?

Ignore this warning



Safe Internet Use

Google Transparency Report

Home Traffic Requests to remove content  Security and privacy

Requests for user information  Safe Browsing  Saferemal HTTPS

Overview Safe Browsing Site Status

Mai dashboard Google's Safe Browsing technology examines billions of URLs per day looking for unsafe websites. Every day,
Sare gashibost we discover thousands of new unsafe sites, many of which are legitimate websites that have been
compromised. When we detect unsafe sites, we show wamings on Google Search and in web browsers. You

can search to see whether a website is currently dangerous to visit.

Site status

Motes

FAQ Status of: ww gailborden info “

Current status: Not dangerous

Safe Browsing has not recently seen malicious content on www.gailborden.info.
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Safe Email Use

Only click on links/download files from trusted
emails

Beware of hacked messages from “friends”
Delete emails asking for personal information

Google text of sketchy emails to check for scams

Companies, like Microsoft, will never email or call
you about problems with your computer



Safe Email Use

FEDERAL TRADE COMMISSION

CONSUMER INFORMATION

MONEY & “ea esta pagina en esparfiol
CREDIT
HOMES & &
MORTGAGES -
HEALTH &
FITNESS
JOBS & Crooks use clever schemes to defraud millions of people every year. They often combine sophisticated
MAKING MONEY technology with age-old tricks to get people to send money or give out personal information. They add new
twists to old schemes and pressure people to make important decisions on the spot. One thing that never
PRIVACY & changes: they follow the headlines — and the money.
IDENTITY Stay a step ahead with the latest info and practical tips from the nation’s consumer protection agency.
Browse FTC scam alerts by topic or by most recent.
BLOG
Most Recent Scam Alerts
Get Scam Alerts
VIDEO & Phony calls about health insurance by Email
MEDIA February 18, 2016

Spread the word about government imposters
B Browse Scams by
Looking to get a high school diploma? Watch out Topic

for scams.
February 10, 2016

Cars

Charity



Safe Email Use

;--have i been pwned? "+ Ifyou have been
’ pwned change your

Check if you have an account that has been compromised in a data breach
password!

philschneider7@gmail.com
letop role-playing games website Roll20 suffered a data breach.
mpacted by the breach and had email and IP addresses, names, berypt
| digits of credit cards exposed. The data was provided to HIBP by a
ited to "JimScott.Sec@protonmail.com”.

Oh no — pwned!

: ; . A es, IP addresses, Names, Partial credit card data, Passwords
Pwned on 2 breached sites and found no pastes (subscribe to search sensitive breaches)

Ticketfly: In May 2018, the website for the ticket distribution service Ticketfly was defaced by an attacker
and was subsequently taken offline. The attacker allegedly requested a ransom to share details of the
vulnerability with Ticketfly but did not receive a reply and subsequently posted the breached data online
to a publicly accessible location. The data included over 26 million unigue email addresses along with
names, physical addresses and phone numbers. Whilst there were no passwords in the publicly leaked
data, Ticketfly later issued an incident update and stated that "It is possible, however, that hashed values
of password credentials could have been accessed”.

Compromised data: Email addresses, Names, Phone numbers, Physical addresses

* Is your email account secure after all the password breaches?
Check it at htips://haveibeenpwned.com/



https://haveibeenpwned.com/

.
2-Step Verification

* |Increases your security by texting you a code to
access your account

» Greatly increases security of any account

* You know if your account
was hacked right away
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Safe Email Use

Marking an Email as Spam

0 0w
e M Gmail Q_  Search mail
B- 0|0 |» G - I
I— Compose
[J Primary &% Social @® Promotig
3 nbox 5
% Starred Google Security alert - New device signed in to gbpldigserv(@
© snoozed Google Security alert - New device signed in to gbpldigserv(@)
> Sent o .
me, Draft 2 GBPLD - On Tue, May 7, 2019 at 6:35 PM Digital Servil
B Drafts 3
Google Security alert - New device signed in to gbpldigserv
B Work Related - Y g goplcigserv
v  More v Google Photos Digital, finish setting up your Google Photos account

1. Select the emaill
2. Mark it as spam
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Safe Email Use

Spam Filters

Settings el

P
44—

General Labels Inbox AccountsandImpory] Filters and Blocked Addresses| Forwarding and POP/IMAP Add-ons Chat Advanced Offline Themes

Select: All, None

The following filters are applied to all incoming mail: l
| Export | | Delete |

Create a new filter | Import filters

The following email addresses are blocked. Messages from these addresseslwill appear in Spam:

You currently have no blocked addresses.

From

Create a filter using the domain
| ™ | name to block all emaill
Subject addresses from that location.

Has the words

Doesn't have Ex: Filtering “gailborden.info” will
size greater than - MB - block all emails from the library
[[] Hasattachment [] Don'tinclude chats and Staff




Purchasing Online




Purchasing Online

* Use an electronic payment system for higher
security. It is safer to keep your credit card
information in one place.

:I'Pay: ‘)

PayP Apple Google
al Pay Wallet




Safe Internet Use

SCAMADVISER.COM

Check Website Recent Checks Risk Sites About Us FAQY Forums Trust Seal

amazon.com|

J High Trust Rating. This Site Looks Safe To use.

CEERSSEREEEN o

- Py Last refreshed August 7, 2016, 6:41 pm
Popularity Very
Popular Number times viewed ;20242

Est Website alue :344142857.14
Safe

Looks Safe
(100%)

Want to see what others are saying
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2-Step Authentication

» Use credit cards with two step authentication for
highest security

« Credit cards with 2 step authentication
Chase
Discover
Citibank
Bank of America
Charles Schwab
and many others



Updating
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Updating

* Avoid using unsupported Operating system
(Windows XP, Windows Vista, 7(2020), Mac OS X
Leopard)

* Upgrade to the newest operating system for your
device when possible

» Update your apps or programs when notified

» Set up automatic updates



Privacy




Turn off Google Tracking

1. Go to myaccount.google.com
2. Click on Data & Personalization
3. Select the activity type to make changes

D)

Google Account

Home

Personal info

Data & personalization

e | 0

e 0O

Security

People & sharing

Payments & subscriptions

Help

Send feedback

Q

Activity controls

You can choose 1o save your activity for better personalization across

Google. Turn on or pause these settings at any time.

1) Web & App Activity
® Location History

Voice & Audio Activity

=

[e0 Device Information

YouTube Search History

B YouTube Watch History

Manage your activity controls

QOn

Digital Services

gbpldigserv@gmail.com

Privacy

Google Account
L

@ Praused

@ raused

@ Paused

@ raused

@ Praused
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Turn off Google Tracking

* Toggle off

anything that D
makes you

uncomfortable

l

Location History (paused)
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Privacy Emails

Q * End to End Encryption for truly
ProtonMail anonymous email

Hushmal’@ - End to End Encryption for truly

anonymous email

H lutanota - Canadian provider that has been

providing secure email since 1999
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Privacy VPNs

For the best privacy use a
VPN

« Whatis a VPN?
« Stands for Virtual Private
Network

Encrypts your internet Data
Private web browsing,
downloading, and uploading
Almost impossible to be —
tracked
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VPNs

Free

* Opera developer browser has a free VPN built in
* Total VPN (Free)
* Cyber Ghost VPN (Free)

Paid
- Total VPN paid version $4.99 per month

 Private Internet Access VPN $6.95 per month
« Nord VPN $8 per month



Private search engines

e DuckDuckgo.com

’ Startpage.com Sta rt ~ Uses Google search, but
page hides your information.

by ixquick

* These search engines do not...

Track your browsing info
Save your searches
Target you with ads

Use your past searches to bias the result



|
Private Web Browser

* Tor browser
- www.torproject.org
*  Prevents tracking
*  Creates an anonymous browsing experience
£ Tor node

« o« o unencrypbed link
—pe @ncrypted link

Ef) How Tor Works: 2

Alice
|- a0 = =

Step 2: Alice's Tor client
picks a random path to

destination server. Green - -

links are encrypted, red __-_ ____ q___ —

links are in the clear. ~— “pm— \ : 3 Jane
e " - + K t.'_j-;s

Dave = = &5



http://www.torproject.org/

Questions?

THANKS FOR COMING!
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